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Numbered circles are an aiternative to standard links signing required
between elements. Maich numbers to know what can be

relayed to what.
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There is also a color code. Green circles mean the relay —

should work. Orange circles mean the relay should work
if the target is vulnerable to CVE-2019-1040, CVE-2019-

signing enabled
11686, ...

When there is no way to relay fo/from, a
crossed link segment is used. —_—

* NTLM authentications can b
through coercion methods or indire
techniques not featured in this graph like / oisoning, LLMNRA; NS/mDNS/DNS

Work in Progress:
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enabling SMB2 suj 1t is needed (-. Ipport)

disabling multirelay ( —-no-mu 1 tirelay) is needed (having only one target (- t) does that automatically)

exploiting CVI 040 (-~ remove- ) is needed (for unpaiched targets only) or NTLMv1 (doesn't support MIC)
needs testing for confirmation

PYELEg] nimrelayx seemed faulty, needs to be tried again with network analysis
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